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in the Face of Multidimensional Threats
to National Security

Serhii BIELAI', Mykhailo PUZYROV?, Vadym YEVSIEIEV?,
Kyrylo TKACHENKO*, Andrii HOLOVNIA

Abstract

The article is devoted to the development and empirical approbation of a risk-
based model of public management of critical infrastructure resilience in the face
of multidimensional threats to national security. On the example of the energy
sector of Ukraine, the impact of military threats on the functioning of critical
infrastructure, the role of state institutions and international assistance in ensuring
its resilience is studied. The empirical basis of the study is open data from the
Energy Map analytical platform, including three sets: massive strikes on energy
facilities, the use of power supply restrictions, and international aid. The data is
aggregated to the monthly level for the period 2022-2026. For a comprehensive
assessment of resilience, the Integral Index of Critical Infrastructure Resilience is
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proposed, which integrates three components: the level of threats (Threat Index),
the consequences of risk implementation (Consequences Index) and the recovery
capacity (Recovery Index). The results of the analysis revealed the cyclical nature
of the impact of threats on the power system, a high level of correlation between the
intensity of attacks, power outages and the volume of assistance. It is shown that
international support plays a key role in compensating for losses, but it is mainly
reactive. The dynamics of the Integral Index of Critical Infrastructure Resilience
demonstrate the adaptive resilience of the system, which manifests itself in cyclical
recovery from periods of crisis, although overall resilience remains vulnerable
to intense attacks. The proposed model confirms the transition from traditional
risk management to holistic, adaptive governance. The results of the study are of
theoretical importance for the development of dynamic resilience concepts and
practical value for improving the policy of critical infrastructure protection in the
face of military and hybrid threats. Prospects for further research are related to
the extension of the model to other sectors and the integration of social indicators.

Keywords: risk-based management; critical infrastructure resilience; energy
security; multidimensional threats; Integral Index of Critical Infrastructure
Resilience; international aid.

Introduction

Modern challenges to national security, including full-scale war and hybrid
threats, actualize the need for effective models of public management of critical
infrastructure resilience. Ukraine’s energy sector, which has been subjected
to systemic massive attacks, has become a critical test for state institutions,
demonstrating both the vulnerability and adaptive potential of society. Under these
conditions, traditional approaches to risk management are insufficient, since they
do not take into account the full cycle of risk — from threat formation through the
implementation of consequences to system recovery and transformation.

The purpose of the study is to develop and empirically test a risk-based
model of public management of critical infrastructure resilience in the face of
multidimensional threats to national security. The relevance of the work is due to
the need to move from a reactive response to proactive, integrated management,
which combines prevention, mitigation and strengthening of recovery capacity.
Such a transformation is in line with the current trends in the development of
digital and innovative public administration, within which strategic decisions
are increasingly based on the use of data, adaptive governance mechanisms and
cross-sectoral interaction (Buryk, 2025).

The scientific novelty lies in the empirical construction of a risk-based model
based on the unique data of the Energy Map platform, covering the period 2022—
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2026, as well as in the development of an integral index that allows you to quantify
the balance between threats, consequences and recovery. The practical significance
of the study lies in providing tools for public administration bodies that can be used
to monitor resilience, make operational decisions and strategic recovery planning.

Literature Review

Modem public critical infrastructure resilience management (further — CI)
in the context of multidimensional threats to national security has evolved from
traditional risk management to holistic, risk-oriented, and adaptive governance.
This transition also involves the development of mechanisms for data formalization
and analytical support of management decisions, which is an important condition
for effective management of the socio-economic security of the state (Buryk et
al., 2019). This transformation reflects an understanding of resilience not as a
static property, but as a system’s dynamic ability to anticipate, absorb, recover,
and adapt to crises, particularly military crises (Boin & van Eeten, 2013; Linkov
& Trump, 2019).

At the conceptual level, frameworks that integrate the three interrelated
components of risk: threat, consequences and regenerative capacity are key.
Bruneau et al. (2003) proposed a four-dimensional model of resilience (technical,
organizational, social, economic), which serves as abasis for evaluating infrastructure
systems. Holling (1973) introduced the distinction between engineering resilience
(rapid return to equilibrium) and ecological resilience (ability to transform),
which is especially important for energy systems in conditions of prolonged war.
Kaplan and Mikes (2012) developed a risk management framework, emphasizing
preventive, detective, and mitigative controls in the public sector.

In the context of hybrid and military threats, the literature emphasizes the need
for multi-level governance. Ansell ef al. (2021) analyze COVID-19 as a “turbulent
problem” that requires robust governance with a focus on coordination between
the state, private sector and international partners — an approach that is directly
applicable to the Ukrainian experience. Cutter et al. (2010) developed disaster
resilience indicators that take into account baseline conditions and community
resilience, complementing the techno-economic metrics with a social dimension.

Specifically for Ukraine and the energy sector, empirical studies in recent
years record the lessons of resilience during a full-scale invasion. Aebi et al.
(2024) in the Risk and Resilience report take a detailed look at the resilience of
energy, transport, and communications, highlighting the role of 2021 legislation,
coordination headquarters, and international assistance in mitigating the effects
of attacks. Maznyk (2026) conceptualizes spillover risks for Europe by analyzing
the cross-border effects of the destruction of the Ukrainian energy sector and
the need for an integrated shock probability — vulnerability — recovery capacity
framework. In particular, the economic aspects of public administration and local
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self-government in the context of ensuring national security are considered in
the work of Zayats et al. (2024), where the relationship between administrative
mechanisms and the resilience of critical sectors of the economy is emphasized.

Rimutis (2024) assesses the extent of damage and resilience of the power system,
emphasizing the role of generators, decentralization, and international support as
stabilizing factors. Kichata (2025) proposes a risk assessment methodology for
critical infrastructure facilities using the example of water treatment complexes,
emphasizing the integration of war risks. Mitoulis et al. (2023) developed a
conflict-resilience framework for post-war recovery, combining technical recovery
with peacebuilding.

The European and global context complements national cases. EU Directive
2022/2557 (European Union, 2022) sets standards for resilience critical entities,
with a focus on stress-testing and preparedness in the energy sector. Thistlethwaite
and Henstra (2026) analyzes policy instruments for cybersecurity of critical
infrastructure, considering hybrid threats. Wells et a/. (2022) model intersystem
resilience, demonstrating how interdependence amplifies vulnerability.

Recent works highlight institutional transformations. Strahnitskyi (2024)
examines the state policy of CI protection in Ukraine. Zahorna (2025) focuses
on the economic consequences of destruction and the need for public-private
partnerships for modernization. Georgescu (2025) proposes Critical Infrastructure
Protection of the conflict in Ukraine, recommending hardening, rerouting, and
post-ceasefire reconstruction.

Thus, the literature forms a scientific chain: from the theoretical foundations
of resilience through risk-oriented governance to applied military cases and
policy recommendations. The study fills a gap in the quantification of risk-based
models specifically for the Ukrainian energy sector in the face of long-term
multidimensional threats, combining empiricism with a humanistic focus on
societal resilience and restoration of human potential.

Methodology

The study is based on a quantitative analysis of open data from the analytical
platform Energy Map (DiXi Group, 2026). Three main data sets were used:
information on massive strikes on critical infrastructure (Energy Map, 2026a), the
application of measures to limit electricity consumption (Energy Map, 2026b),
and international assistance to the Ukrainian energy sector (Energy Map, 2026¢).
These kits cover the period from 2022 to 2026 and allow you to trace the full
cycle of risk — from the emergence of a threat through its consequences to the
restoration of the system.

The primary data was aggregated to the monthly level. Aggregation included
summing up quantitative indicators (number of weapons, hours of restrictions,
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amounts of assistance) and counting events (attacks, cases of assistance) within
each month. For data on international assistance, coding of categorical variables
and conjugation tables were constructed to analyze the structure of support.

Due to the significant asymmetry of the distributions and the presence of extreme
values, all quantitative series have undergone a logarithmic transformation. To
assess the relationships between the level of threats, consequences and recovery,
the analysis of lag cross-correlation with time shifts from -5 to 5 months was used.

The Integrated Critical Infrastructure Resilience Index (IICIR) is built on
the basis of three components: the Threat Index, the Consequences Index,
and the Recovery Index. Each component is normalized using the minimum-
maximum method based on logarithmic series. The index was calculated as a
weighted combination of components, where the recovery capacity has a positive
contribution, and the threats and consequences have a negative contribution. This
made it possible to obtain a comprehensive assessment of the stability of the
system in dynamics.

All calculations and visualizations are performed using IBM SPSS Statistics
27 software. This approach ensures objectivity, reproducibility of results and
compliance with the standards of modern research in the field of risk-based public
administration and critical infrastructure resilience.

Results

As part of the study of the risk-based model of public management of the
resilience of critical infrastructure in the face of multidimensional threats to
national security, an empirical base was formed, which allows assessing not only
the scale of external impact on the energy system of Ukraine, but also the ability
of state institutions to ensure its functioning and recovery. According to the
modern approach to critical infrastructure resilience management, risk assessment
should take into account three interrelated components: the level of threat, the
consequences of its implementation, and the adaptive capacity of the system to
recover (Boin & van Eeten, 2013; Linkov & Trump, 2019). That is why the study
has formed a system of indicators that reflects not a separate aspect of the crisis,
but the full cycle of risk emergence and overcoming: from the moment of threat
formation to the restoration of the functionality of critical infrastructure.

The information basis of the study was open data of the analytical platform
Energy Map, which specializes in collecting, systematizing and disseminating
data on the functioning of the energy sector of Ukraine. The resource was created
as a tool for ensuring transparency of the energy sector and the formation of an
open database for analytical and research purposes (DiXi Group, 2026). Unlike
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traditional energy statistical resources, the Energy Map contains not only economic
and technical indicators of the functioning of the energy sector, but also specialized
data sets formed in the context of a full-scale war, reflecting the impact of military
threats on Ukraine’s critical infrastructure.

For the purposes of this study, three Energy Map datasets are of particular
importance: information on massive strikes on Ukraine’s critical infrastructure,
information on the application of measures to limit electricity consumption, and
information on partners’ assistance to the Ukrainian energy sector. Their association
corresponds to the logic of risk-based management, as it allows you to trace the
cause-and-effect chain: the military threat — disruption of the functioning of the
energy system — the mobilization of resources for recovery.

The first block of data was formed on the basis of the set “Information on
Massive Strikes on Critical Infrastructure of Ukraine” (Energy Map, 2026a). This
kit contains information on large-scale missile and drone attacks on Ukraine’s
energy facilities and covers the period from September 11, 2022 to April 1, 2026.
An important feature of this set is that it includes massive attacks that had the
potential to systematically affect the functioning of the energy system. The data is
based on official reports from the Ministry of Energy of Ukraine, NPC Ukrenergo
and information from the Air Force of the Armed Forces of Ukraine on the number
of weapons used and destroyed.

Within the framework of the model, this block is considered as a characteristic
of exogenous risk, i.e. an external influence that does not depend on the functioning
of the energy system itself. Two indicators were chosen to quantitatively measure
the threat level: Number of weapons used, units and Number of weapons shot
down, units. The first indicator characterizes the intensity of the attack and reflects
the scale of the potential load on critical infrastructure. The second indicator is
included in the model as a characteristic of the effectiveness of the protective
component of the risk management system, since it demonstrates the ability of
the state to reduce the consequences of the threat implementation. The results of
aggregation of these indicators by monthly periods are shown in Figure 1.

The results of aggregation of indicators of massive attacks on the energy
infrastructure of Ukraine showed a significant transformation in the nature of
threats during the period under study. In total, in the period from September
2022 to March 2026, 231 massive attacks on energy infrastructure facilities were
recorded, of which 171 were carried out using missile weapons and 60 using
unmanned aerial vehicles. The total number of weapons used was 18,032 units,
of which 14,958 were destroyed by air defense forces.
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Figure 1. Dynamics of the use and neutralization of weapons of destruction against
the energy infrastructure of Ukraine (September 2022 — March 2026)
Source: Compiled by the authors based on Energy Map (2026a)

The analysis of time dynamics allows us to distinguish several stages of changes
in the intensity of threats. The first stage covers the period from September 2022
to March 2023 and is characterized by the formation of the practice of systemic
strikes on energy infrastructure. It was during this period that the first waves of
massive attacks were observed, during which the number of weapons used ranged
from 89 to 282 units per month. The highest intensity was recorded in October 2022
(282 units) and December 2022 (263 units), which coincided with the beginning
of large-scale use of attacks as a tool to destabilize the functioning of Ukraine’s
energy system.

The second stage covers the period from April 2023 to February 2024 and is
characterized by the absence of massive attacks on energy infrastructure in the
sample. This situation does not indicate the absence of threats in general, but
reflects a change in the nature of hostilities and the absence of recorded large-scale
campaigns that met the criteria for inclusion in the Energy Map dataset. During
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this period, the public administration system was able to focus resources on the
restoration of damaged facilities and increasing the security of the energy sector.

The third stage began in the spring of 2024 and was characterized by the
resumption of systemic strikes on energy infrastructure. In March-June 2024, the
number of used weapons ranged from 76 to 250 units per month. At the same
time, compared to the 2022-2023 campaign. There was an increase in the share of
destroyed targets, which may indicate a strengthening of air defense capabilities
and an increase in the effectiveness of interagency coordination in the field of
critical infrastructure protection.

The most significant changes were recorded at the fourth stage, which covers
the second half of 2025 and the first quarter of 2026. If in August 2025 517 weapons
were used, then in October 2025 their number increased to 2957 units, which is
more than five times higher than the indicators of previous waves of attacks. The
high level of threats also persisted in November and December 2025, as well as
in January—March 2026, when the monthly number of weapons used exceeded
1600 units.

Special attention should be paid to the change in the structure of attacks. If
missile strikes dominated at the initial stages, then during 2025-2026. The role of
unmanned aerial vehicles has increased significantly. In total, 60 massive attacks
using UAVs were recorded in the sample, with the highest concentration occurring
during the last observation period (Figure 2). This trend reflects a change in
tactics for damaging critical infrastructure and complicates the task of ensuring its
resilience due to the need to counter a large number of relatively cheap weapons.
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Figure 2. Dynamics of massive attacks on Ukraine's energy infrastructure
(September 2022 — March 2026)

Source: Compiled by the authors based on Energy Map (2026a)

At the same time, the analysis of the ratio between the number of used and
destroyed weapons demonstrates a gradual increase in the effectiveness of the
threat counteraction system. If at the beginning of the study period the share of
neutralized targets was significantly lower (about 65%), then at the end of the
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period it exceeded 85%. From the standpoint of risk-based management, this
indicates an increase in the adaptive capacity of the public administration system
and its ability to compensate for the increase in the intensity of external threats
through the development of critical infrastructure protection mechanisms. At
the same time, the scale of attacks in 2025-2026. show that even a high level
of neutralization of goals does not eliminate the risk of systemic disruptions
in the functioning of the energy sector, which requires further strengthening of
institutional and organizational mechanisms for ensuring resilience.

The second block of indicators is formed on the basis of the dataset “Information
on the application of measures to limit electricity consumption” (Energy Map,
2026b). This set covers the period from January 1, 2023 to April 1, 2026 and
contains information on the application of hourly power outage schedules by the
transmission system operator NPC Ukrenergo. The dataset covers outages that
were applied on a large scale - throughout the country or in a significant number
of regions. Cases of introduction of exceptions within 1-3 regions are not taken
into account. The peculiarity of this set is its focus not on the fact of damage to the
infrastructure, but on the end result of the risk realization — the loss of the ability
of the power system to ensure uninterrupted supply of electricity to consumers.

In the context of the proposed model, this block characterizes the functional
stability of critical infrastructure. If the first block of indicators reflects the strength
of external influence, then outage indicators demonstrate the actual ability of the
system to maintain basic functions in a crisis. For the analysis, variables were
used regarding the fact of introduction of restrictions on electricity consumption
and the number of hours the system was in the restriction mode.

After converting the primary data into the format of monthly observations, the
results are obtained, visualized in Figure 3.
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Figure 3. Dynamics of the application of electricity supply restrictions in 2023-2026
(hours per month in Ukraine)

Source: Compiled by the authors based on Energy Map (2026b)
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Dynamics of the application of electricity supply restrictions in Ukraine during
2023-2026 (Figure 3) demonstrates the uneven nature of the impact of military
threats on the functioning of energy infrastructure. For most of 2023 and early
2024, large-scale restrictions on electricity consumption were practically not
applied, which indicated a relative stabilization of the energy system after the
2022-2023 heating season and the implementation of restoration measures.

The first significant surge in the duration of outages was recorded in May-July
2024. It was during this period that the resumption of massive strikes on energy
infrastructure led to a shortage of generating capacity and the need to apply large-
scale restrictions on electricity supply. The indicator reached its highest values in
June and July 2024, which indicates the direct impact of the destruction of energy
facilities on the functioning of the power system.

The second, longer crisis period began in the fall of 2025. If in October the
blackouts were localized, then in November-February there was a sharp increase in
the number of hours of restrictions. Peak values were recorded in December 2025,
January and February 2026, when virtually the entire monthly fund of hours was
characterized by the use of certain restrictive measures. This situation coincided
with the period of the highest intensity of massive missile and drone attacks on
energy infrastructure, which indicates the cumulative effect of damage and an
increase in the load on the critical infrastructure resilience management system.

At the same time, already in March 2026, there is a significant reduction in the
duration of outages, which may indicate a partial restoration of damaged capacities,
adaptation of the operating modes of the power system, and the effectiveness of
public administration and international support measures in the field of energy
infrastructure restoration. In general, these dynamics confirm that the scale of
power supply restrictions is determined not only by the intensity of external
threats, but also by the ability of the public administration system to ensure rapid
restoration and maintenance of the functional stability of critical infrastructure.

After logarithmic transformation of the series (to reduce asymmetry and the
influence of extreme values), a lag cross-correlation analysis was performed. The
results showed a very strong positive relationship between the number of massive
attacks and the number of hours of power supply restrictions (r = 0.952 at a lag
of 0 and r = 0.696 at a lag of +1). The obtained coefficients indicate that massive
attacks in almost real time lead to a significant increase in power deficit and the
need to apply hourly outage schedules. Such a high level of correlation confirms the
critical vulnerability of the energy infrastructure to military threats and indicates
the limited buffer capabilities of the system even when public administration
measures are applied.

The third block of indicators is formed on the basis of the dataset “Information
on the provision of assistance by partners to the Ukrainian energy sector” (Energy
Map, 2026¢). This kit covers the period from March 14, 2022 to April 1, 2026 and
contains information on materials, equipment, financing and other forms of support
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received from international partners to restore Ukraine’s energy infrastructure.
The sources of information are official reports of ministries, state administrations,
international organizations and representative offices of partner countries.

The inclusion of this block in the model is due to the fact that the modern
understanding of the resilience of critical infrastructure implies not only the ability
to counter threats, but also the ability to quickly restore functionality after their
implementation. Thus, assistance is considered as an indicator of the adaptive and
restorative capacity of the public administration system.

After encoding the categorical variables and aggregating the data, the structure
of assistance given in the Table 1 was obtained.

Table 1. Month _Year* Type of Assistance Crosstabulation

Type of assistance
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The results of the analysis of international assistance to Ukraine’s energy
sector indicate the formation of a large-scale external support mechanism aimed
at ensuring the resilience and restoration of critical infrastructure in the face of
prolonged military threats (Figure 4). In the study period, 1153 cases of various
types of assistance were recorded, and the total amount of documented financial
support amounted to EUR 22,669.75 million.
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Figure 4. Dynamics of international assistance for the restoration of Ukraine's
energy infrastructure in 2022-2026

Source: Compiled by the authors based on Energy Map (2026¢)

Structural analysis shows that international support was focused primarily
on the prompt restoration of damaged energy facilities. The largest share of all
cases of assistance was the supply of equipment — 872 cases, or about 75.6% of
the total number of recorded support measures. This indicates the dominance of
a practical approach to the restoration of energy infrastructure, in which priority
was given to transformers, generators, high-voltage equipment, components and
other material and technical resources necessary to restore the functioning of the
power system after damage.

The second most common type of support was direct funding, which was
recorded in 206 cases. Its share was almost 18% of all cases of assistance. Other
forms of support were provided much less frequently, including cooperation
between organizations and institutions (25 cases), loans (14 cases), materials (13
cases), fuel (10 cases), credit resources (4 cases), equipment (4 cases), advisory
support (2 cases), raw materials (2 cases) and software (1 case). Thus, the structure
of assistance demonstrates the predominance of resources directly related to
the physical restoration of damaged facilities and ensuring the continuity of the
functioning of the energy system.

The analysis of the financial component of assistance shows significant
fluctuations in its volume over time, which largely coincided with the periods of the
most intense attacks on energy infrastructure. The largest amounts of funding were
recorded in December 2022 (EUR 1461.71 million), April 2023 (EUR 1374.86
million), June 2023 (EUR 1408.09 million), November 2023 (EUR 1076.67
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million), May 2024 (EUR 2249.4 million), June 2024 (EUR 1045.7 million) and
October 2024 (EUR 1038.89 million). The concentration of significant amounts
of financial resources in these periods indicates the reactive nature of international
support, when the scale of assistance increased in response to the deterioration of
the security situation and the increase in the need for the restoration of damaged
energy capacities.

An additional analysis of the structure of donor support showed a high level
of concentration of assistance among a limited number of international partners
(Figure 5). The largest number of cases of support was recorded from Germany
(132 cases), USAID (84), international partners in the format of joint programs
and coalitions (48), Japan (46), Poland and France (33 each), the European
Union and UNICEF (32 each). The vast majority of assistance was provided in
the form of equipment supplies, which indicates the orientation of international
support to ensure the prompt restoration of damaged energy facilities and increase
the resilience of the power system. At the same time, a significant number of
repeated cases of assistance by individual partners reflects not only the scale of
resources involved, but also the sustainability of international support, which is
an important characteristic of the adaptive and recovery capacity of the public

critical infrastructure management system.
Paland EU
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B Germany B usaiD M International Partners
lapan M Poland M France
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B Ukraine Energy Support Fund

Figure 5. Structure of international assistance to the energy sector of Ukraine by
donors and types of support (the most active participants)

Source: Compiled by the authors based on Energy Map (2026¢)

The analysis of the lag cross-correlation between the logarithmic series of the
number of weapons used and the indicators of international assistance revealed
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a strong positive relationship. The maximum correlation is observed at a lag
of 0: r = 0.780 with the number of aid cases and r = 0.737 with the amount of
financial assistance (million euros). High correlation values are also maintained
at a lag of +1 (0.663 and 0.533, respectively). The results confirm the reactive
nature of international support: an increase in the intensity of massive attacks
almost immediately (in the same month) leads to a significant increase in both
the number of cases and the financial volume of assistance. Such a short lag
indicates a relatively prompt response of international partners, but at the same
time emphasizes the dependence of the critical infrastructure recovery system
on external resources and the limited capacity of internal public administration
mechanisms to accumulate reserves and act preventively.

The results obtained confirm that international assistance is an important
element of the risk-based model of public management of critical infrastructure
resilience. If the indicators of massive attacks characterize the level of threats, and
the indicators of power outages reflect the consequences of the implementation of
risks, then the volume and structure of international assistance demonstrate the
availability of resource potential for the restoration and adaptation of the energy
system. It is this component that largely determines the ability of the state to ensure
the long-term stability of critical infrastructure in the face of multidimensional
threats to national security.

Formation of an integral index of critical infrastructure resilience

For a comprehensive assessment of the ability of Ukraine’s energy infrastructure
to function in the face of multidimensional threats, the Integral Index of critical
infrastructure resilience (IICIR) was formed. The need to develop such an indicator
is due to the fact that the resilience of critical infrastructure cannot be adequately
assessed only because of individual damage characteristics or the number of attacks.
Modern approaches to resilience management consider it as a dynamic property
of the system, including the ability to withstand external influences, minimize the
consequences of disturbances and ensure rapid restoration of functionality (Linkov
& Trump, 2019; Bruneau et al., 2003).

Within this study, IICIR is built on the basis of three interrelated components:
(1) Threat Index (TI) — characterizes the intensity of external risk exposure; (2)
Consequences Index (CI) — reflects the actual level of disruption of the energy
system; (3) Recovery Index (RI) — assesses the ability of the system to mobilize
resources to compensate for losses and recovery.

This approach is consistent with the logic of risk-based management, where
risk is determined not only by the probability of a dangerous event occurring, but
also by the scale of its consequences and the ability of the system to adapt after
a crisis (Kaplan & Mikes, 2012; Boin & van Eeten, 2013).

Since the primary indicators had a significant asymmetry of distribution and
contained extreme values (in particular, the number of weapons used in 2025—
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2026), logarithmic transformation and normalization of variables were carried out
before constructing the index:
Xin — Xmin

Xnorm = X — X
max min

where: X —normalized value of the indicator; X , X the minimum and
maximum value of the corresponding logarithmic series.

This approach ensures the comparability of heterogeneous indicators and
allows integrating technical, operational and financial characteristics into a single
evaluation system.

The first component of the model is the threat index, which reflects the intensity
of external impact on critical infrastructure.

It includes: the number of used means of destruction; the number of massive
attacks.

Since these two indicators characterize different levels of threat (the scale of
an individual attack and the frequency of repeated attacks), they were combined
into a composite indicator:

_ Wepons,orm + Attacksporm
2

TI

where: Wepons, —normalized number of used lesions; Attacks —normalized
number of massive attacks.

The use of the arithmetic mean avoids the dominance of a single indicator
and provides a balance between the intensity and regularity of threats. A similar
approach is used in the formation of composite risk indicators, when individual
hazard dimensions are integrated into one aggregate indicator (OECD, 2008).

The second component of the model characterizes the actual impact of imple
mented threats on the functioning of critical infrastructure.

The duration of power supply restrictions was used as the main indicator:

Cl = Hours,grm

where: Hours, — normalized number of hours of application of power con-
sumption restrictions.

The choice of this indicator is explained by the fact that it reflects not the
potential harm, but the actual result of the risk realization for society and the
economy. In the context of resilience-based governance, it is the ability to maintain
critical functions during a crisis that is one of the key criteria for the resilience of
infrastructure systems (Bruneau et al., 2003).

The third component characterizes the adaptive capacity of the public admini-
stration system and its ability to ensure recovery after the implementation of
threats.
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The recovery index is based on the indicator of financial assistance. The formula

is as follows:
RI = Finance, ,rm

where Finance 1is the normalized amount of financial assistance.

The inclusion of international aid in the model is explained by the modern
understanding of resilience as the ability of a system not only to withstand a blow,
but also to mobilize additional resources for adaptation and recovery. In complex
crisis conditions, critical infrastructure often operates in a multi-level management
mode, where government institutions interact with international partners, the
private sector, and other support actors (Ansell et al., 2021).

Taking into account that a high level of threats and significant consequences
reduce the resilience of the system, while a high level of recovery capabilities
increases it, the integral index was formed according to the formula:

TI+Cl
[ICIR = RI — >
—-1<ICKI< 1.

The interpretation of index values is given in Table 2.

Table 2. Value levels

Meaning Interpretation
0.50 to 1.00 High level of stability
0to 0.49 Sufficient level of stability
-0.49 t0 -0.01 Reduced resistance
-1to0-0.50 critically low stability

Source: Developed by the authors

Thus, positive values mean that the compensatory and restorative mechanisms
of the system outweigh the negative impact of threats, while negative values
indicate a situation where the scale of risks and consequences exceeds the ability
of the system to adapt.

The proposed design of the index corresponds to the concept of dynamic
resilience, according to which resilience is not a static characteristic of an object,
but the result of a constant interaction between threats, losses and recovery mecha-
nisms (Holling, 1973). The results of the calculation for the period January 2023
— March 2026 are presented in Figure 6.
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Figure 6. Dynamics of the Integral Critical Infrastructure Resilience Index of
Ukraine in 2023-2026

Source: Developed by the authors

The analysis of time dynamics demonstrates a gradual change in the nature
of the functioning of the energy system of Ukraine under the influence of
multidimensional threats. At the initial stage (2023), the index values were mostly
in the positive zone (0.56-0.94), which indicates a relatively high ability of the
system to offset risks at the expense of accumulated reserves, stabilization after
the winter attacks 0f 2022-2023, and a significant amount of international support.

During this period, there is a situation when the level of threats decreased,
and recovery mechanisms remained active. That is why, even in the absence of
significant attacks, the recovery index formed high values .

In 2024, there is a gradual decrease in the stability of the system. After the
resumption of massive attacks in the spring of 2024, the value decreases to 0.10—
0.41. This is due to the fact that the increase in the intensity of threats began to
directly transform into functional losses of the power system due to the emergence
of large-scale power supply restrictions.

The most critical period is observed in late 2024 - early 2025. Negative values
of the index (-0.16 in November 2024; -0.31 in March 2025) indicate that the level
of risk load exceeds the recovery capacity of the system. This situation corresponds
to the concept of “resilience deficit”, when external pressure temporarily exceeds
the ability of institutions to compensate for the consequences of the crisis (Cutter
et al., 2010).

The second crisis cycle is formed in the second half of 2025. Despite a significant
increase in international support, the scale of attacks in October 2025 — February
2026 leads to the formation of negative values. The lowest values were recorded
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in March 2026 (-0.33), which is due to a combination of high attack intensity,
long-term power supply restrictions, and insufficient time horizon for the full
restoration of damaged capacities.

At the same time, the general trend of the index demonstrates not a linear
decline, but a cyclical adaptation of the system. After each wave of aggravation,
there is a partial recovery of values , which indicates the presence of adaptive
mechanisms of public administration and international support. Thus, the Ukrainian
energy system does not demonstrate absolute resistance to threats, but the ability
to function in conditions of constant crisis through a combination of protective,
organizational and recovery mechanisms.

Thus, the proposed proposal allows us to move from assessing individual
manifestations of the crisis to a comprehensive measurement of the effectiveness of
the risk-based model of public management of critical infrastructure. Its application
demonstrates that the key factor of resilience is not only the reduction of the level
of threats, but the ability of institutions to quickly mobilize resources, coordinate
actions and ensure the restoration of critical functions of the system.

Discussion

The results of the empirical analysis confirm and develop the key theoretical
provisions of the modern literature on risk-based public management of the
resilience of critical infrastructure. The proposed model, which integrates the three
components of risk (Threat Index, Consequences Index and Recovery Index) into
a single Integral Index of Critical Infrastructure Resilience (IICIR), demonstrates
the practical applicability of the concepts of dynamic resilience (Holling, 1973;
Linkov & Trump, 2019). The cyclical dynamics of IICIR, with positive values
during the stages of relative stabilization and negative values during intense
attacks in 2025-2026, illustrates the distinction between engineering resilience
(rapid recovery) and ecological resilience (adaptive transformation of the system).
Ukraine’s energy infrastructure did not always return to its previous state, but
retained its basic functions thanks to decentralization, international support, and
institutional adaptation.

The high lag correlation between massive attacks and power supply constraints
(r = 0.952 at lag 0) confirms the vulnerability of systems associated with the
interdependence of critical infrastructure (Wells et al., 2022). At the same time,
the increase in the effectiveness of air defense (the share of destroyed targets up
to 85%) indicates the strengthening of preventive and mitigative controls within
the risk management framework (Kaplan & Mikes, 2012). This is consistent with
the findings of Aebi ef al. (2024) on the role of coordination mechanisms and the
2021 legislative framework in enhancing resilience.
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The reactive nature of international assistance, confirmed by a strong correlation
with attack intensity (r = 0.780 at lag 0), is consistent with the concept of multi-level
governance and robust governance in turbulent conditions (Ansell et al., 2021).
Although external support significantly compensates for the resilience deficit
(Cutter et al., 2010), it highlights the limited capacity of internal mechanisms to
accumulate preventive reserves. This situation actualizes the recommendations of
Mitoulis et al. (2023) on combining technical recovery with long-term peacebuilding
and institutional transformations (Strahnitskyi, 2024; Zahorna & Bidiuk, 2025).

Compared to the European context (European Union, 2022; Thistlethwaite &
Henstra, 2026), the Ukrainian experience demonstrates a unique “living laboratory”
of resilience in the face of hybrid and kinetic threats. Spillover risks for Europe
(Maznyk et al., 2026) and the need for stress-testing (Rimutis, 2024; Kichata et
al., 2025) emphasize the global significance of the proposed model. Geopolitical
risks and their impact on global supply chains, particularly in the energy sector,
are analyzed in detail by Rasshyvalov et al. (2024), highlighting the need to
integrate these factors into risk-based management models. IICIR fills the gap in
the quantification of the full risk cycle by integrating not only technical, but also
socio-economic and humanistic aspects — impact on populations, economies and
social cohesion.

The results obtained have important theoretical and practical implications.
Theoretically, they develop the idea of adaptive governance, demonstrating that
the resilience of critical infrastructure in the face of multidimensional threats
depends not so much on the reduction of the level of threats, but on the speed
of resource mobilization and the ability of institutions to learn and transform. In
practice, the IICIR model can serve as a monitoring tool for public administrations,
allowing timely detection of resilience deficit periods and policy adjustments —
from strengthening preventive protection to diversification of energy sources and
development of internal reserves.

The limitations of the study are related to the use of open Energy Map data,
which may contain a selection bias for “massive” attacks, as well as a focus
mainly on the energy sector. Prospects for further research include extending the
model to other critical infrastructure sectors, integrating social indicators (e.g.,
the impact of blackouts on public health and education), and benchmarking with
other countries experiencing hybrid threats.

Thus, the risk-based model of public management of critical infrastructure
resilience, tested on the Ukrainian experience, confirms the transition from
reactive to proactive, humanistically oriented management. She emphasizes that
true resilience is not only technical strength, but also the ability of the state and
society to maintain human dignity, social cohesion and development prospects
even in the face of a prolonged crisis.
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Conclusions

The study confirms the effectiveness of the risk-based model of public
management of critical infrastructure resilience in the face of multidimensional
threats. The analysis of Energy Map data revealed a clear cyclical impact of
military attacks on Ukraine’s energy system, demonstrating a high degree of
correlation between the intensity of threats, the scale of outages, and the volume
of international assistance. The proposed Integral Index of Critical Infrastructure
Resilience (IICIR) made it possible to comprehensively assess the dynamics of
resilience, identifying periods of resilience deficit and adaptive capabilities of
the system.

The results show that the resilience of critical infrastructure is determined
not only by technical characteristics, but primarily by the effectiveness of
institutional mechanisms, coordination of government agencies, the private
sector and international partners. International assistance has played a key role
in compensating for losses, but its predominantly reactive nature underscores the
need to strengthen domestic preventive and cumulative mechanisms.

Theoretically, the study develops the concepts of dynamic resilience and
adaptive governance, demonstrating their practical applicability in wartime. The
proposed model and IICIR index can become the basis for creating a system for
monitoring the resilience of critical infrastructure in Ukraine and other countries
facing hybrid threats.

Promising areas for further research are the extension of the model to other
infrastructure sectors, the integration of social indicators of the impact of crises on
the population, as well as the development of scenarios for long-term transformation
of the energy system, taking into account the principles of decentralization and
green energy.

Thus, a risk-based approach to public management of critical infrastructure
resilience opens up opportunities to strengthen national security, ensure the
continuity of vital functions of society and preserve human potential even in the
most difficult conditions of modern challenges.
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